SA WG2 Temporary Document

Page 8

SA WG2 Meeting #112
S2-154002

Anaheim, USA, 16-20 November 2015

Source:
Intel 

Title:
CIOT attach and small data transfer procedures

Document for:
Approval

Agenda Item:
5.7

Work Item / Release:
CIOT_Stage2/Rel-13

Abstract of the contribution: Proposes CIoT attach and MO/MT small data transfer procedures.

1. Introduction

As it was agreed in SA2#111 and captured in the conclusions section of TR 23.720:

· Solution 2 in clause 6.2 is considered as the basis for the normative work for support of infrequent small data transmission (for IP data, non-IP data and SMS). Support of solution 2 is mandatory for both the UE and the network.

2. Proposal

It is proposed capture in new TS 23.IoT the following flows/procedure. This is based on the TS skeleton proposed in S2-153991.

Based on the discussion on normative documentation approach, if it is decided that it is preferable to document the new CIOT procedures in existing TS (e.g. TS 23.401, TS 23.682) the same text can be transferred as a CR to appropriate TS(es).

NOTE: Terminology such as C-SGN, CIOT-BS needs to be aligned with RAN2 and other papers.

>>>Start Changes<<<
5.2  
CIoT Procedures 

5.2.1
CIoT Attach Procedure 
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 Figure 5.2.1-1: CIoT Attach Procedure 
0. RRC connection establishment procedure. 

1. The UE performs Attach Procedure. During Attach procedure, CIoT UE indicates that this attach is for CIoT. CIoT-BS selects C-SGN optimized for CIoT based on UE indication or based on pre-configuration. CIoT UE also indicate specific Data Type (e.g. IP and/or non-IP and/or SMS). An APN may be indicated.

2. C-SGN performs any necessary security procedures.

3. Location update and retrieval of subscription information.

4. C-SGN processes the Attach Request message and based on parameters provided decide the need for establishing IP Bearer Service. 

For Data Type = IP, PDN type indicates type of IP address (i.e. IPv4, IPv6) to be allocated. C-SGN allocates an IP address based on the PDN type in Attach Request. No NAS Session Management signalling is needed. In the roaming case, C-SGN sends a Create Session Request to the P-GW indicating this is attach for CIoT and Data Type. P-GW allocates an IP address based on the PDN type in the Attach Request.

For Data Type = non-IP, C-SGN does not run any IP related operation e.g. IP address allocation. Based on the configuration C-SGN, may establish a direct forwarding path, e.g. point to point tunnel on per UE per PDN basis, towards AS. Alternatively based on configuration and if SCEF is deployed, C-SGN may decide to route small data via SCEF. In this case no Create Session Request is sent to the P-GW.

NOTE: The configuration can be done based criterion such as SLA between operator and 3rd party application service provider etc.

For Data Type = SMS, no IP address is allocated by C-SGN and no Create Session Request is sent to the P-GW. 

5. In roaming case only, depending on Data Type, P-GW sends Create Session response (or new control message) to the C-SGN. For IP data case, it contains allocated IP address.
6. C-SGN responds by sending an Attach Accept message to the UE without any session management message. For Data Type= IP, allocated IP address is sent to the UE.

7. The UE responds with an Attach Complete message.

8. The RRC connection is released.
5.2.2  
Mobile Originated Small Data transfer procedure
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Figure 5.2.2-1: CIoT Mobile originated (MO) Small data Transfer 
0.
The UE performs Attach Procedure as shown in clause 5.2.1.

1.
The UE requests the UE's AS to establish an RRC connection. A new NAS message format is used to carry the small data packet (i.e. IP, non-IP, SMS) in an encrypted IE. The UE can also indicate whether acknowledgment/response to the small data packet is expected or not. There is no need to set up DRB and AS security.

The unencrypted part of this new NAS PDU carries the "eKSI and Sequence Number" IEs as usual for encrypted NAS messages. The C-SGN uses this, and the S-TMSI, to identify the security context to decrypt the small data packet.

2.
The CIoT RAN forwards NAS PDU and the indication on whether ack/response is expected to the C-SGN in the initial UE message.

NOTE: 
In case of multiple small data packet transmission, subsequent small data packets are contained in UL NAS transport without requiring establishment of RRC connection.

3. The C-SGN decrypts the NAS message, obtaining the small data packet. C-SGN forwards the small data using appropriate mechanism depending on Data Type. 

For IP small data C-SGN sends it over SGi. In roaming case the data traverse through P-GW.

For SMS C-SGN sent it to SMS-SC/IWMSC. Procedure is same as over SGd interface defined for SMS in MME in Annex C of TS 23.272.

For non-IP small data C-SGN, based on configuration, sends it to SCEF (as defined in clause 5.2.4.1) or to AS using point-to-point forwarding tunnel (as defined in clause 5.2.5). 

4.
If no acknowledgment/response to the small data packet is expected (based on the subscriber information and the Ack/Rsp indication from the UE), the C-SGN immediately releases the connection. Otherwise, (response) small data packet arrives C-SGN or P-GW (in case of roaming).

5.
The C-SGN encrypts the NAS message with the downlink small data packet and sends the downlink NAS message to the CIoT-RAN. C-SGN releases the signalling connection after the timer monitoring the connection expires.

6.
CIoT-BS sends the Downlink RRC message including the NAS message to UE and also releases the RRC connection after the timer monitoring the connection expires.

5.2.3  
Mobile Terminated Small Data transfer procedure
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Figure 5.2.3-1: CIoT Mobile Terminated (MT) Small data transfer 

0.
The UE performs Attach Procedure as shown in clause 5.2.1.

1.
C-SGN receives small data packet (IP, non-IP, SMS).

2.
If there is no signalling connection with the UE, the C-SGN buffers the received small data packet, and pages UE. The UE sends the Service Request message to C-SGN.

3.
The C-SGN then sends the small data packet in an encrypted IE in a NAS PDU in a Downlink NAS message and the CIoT-BS sends the NAS PDU onto the UE. There is no need to set up DRB and AS security.

4.
The UE might send a packet as an acknowledgement that is sent in an encrypted IE in a NAS PDU in an UL RRC message. The CIoT-BS forwards the NAS PDU to the C-SGN. After the timer monitoring the connection expires, the C-SGN, UE and CIoT-BS release the connection locally.

5.
The C-SGN decrypts the NAS-PDU and forward to appropriate node depending on Data Type.

5.2.4  
non-IP small data delivery procedure between C-SGN and SCEF

5.2.4.1  
MT non-IP small data delivery procedure
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Figure 5.2.4.1-1: MT non-IP small data delivery procedure
1.
The SCS/AS sends a downlink small data request (External Identifier, SCS/AS Identifier, Reference ID, priority, and non-IP PDU) to the SCEF. The SCS/AS identifies the UE by its External Identifier. The SCS/AS indicates whether a delivery confirmation is required and possibly the message lifetime.

2.
The SCEF checks that the SCS/AS is authorised to send trigger requests and that the SCS has not exceeded its quota or rate of Small Data submission. If this check fails the SCEF sends a Small Data Response with a cause value indicating the reason for the failure condition and the flow stops at this step. Otherwise, the flow continues with step 3.
3.
On receiving a downlink non-IP PDU from the SCS/AS, the SCEF first sends a Subscriber Information Request (External Identifier and SCS/AS Identifier) message to the HSS/HLR to determine if SCS is authorized to trigger the UE, to resolve the External Identifier to IMSI and retrieve the related HSS stored "Routing information" including the identities of the UE's serving CN node(s).

SCEF may establish T6a* association by caching authorization and routing information for the UE so that for subsequent DL non-IP PDU for same UE SCEF doesn’t need to query HSS. Such associations may also last longer and might be used for all UEs that share the same C-SGN and SCEF pair.

NOTE: SCEF is controlled by the operator or trusted business partner.

4. 
The HSS/HLR sends the Subscriber Information Response (IMSI and related "Routing information" including the serving node(s) identities, cause) message. HSS policy (possibly dependent on the VPLMN ID) may influence which serving node identities are returned. If the cause value indicates the SCS/AS is not allowed to send a non-IP PDU to this UE, or there is no valid subscription information, or "Absent subscriber" is received from, the SCEF sends a Device Trigger Confirm message with a cause value indicating the reason for the failure condition and the flow stops at this step. Otherwise this flow continues with step 5.

5.
The SCEF uses the UE capabilities, serving CN node(s) capabilities retrieved from the HSS to select a C-SGN. The SCEF sends a Submit Request (IMSI, message priority, SCEF ID, reference number, single delivery attempt flag (optional), non-IP PDU) to the C-SGN.

6.
C-SGN delivers the non-IP data using MT small data delivery procedure as described clause 5.2.3. The C-SGN indicates the non-IP PDU, Reference number within the NAS message. C-SGN generates the necessary CDR information for charging.

7.
The C-SGN confirms the transfer towards SCEF.

If the C-SGN cannot deliver the non-IP PDU, e.g. because the UE is not reachable, it indicates this to the SCEF. If the SCEFF stores the non-IP PDU as permitted by the message lifetime, the SCEF registers for being informed when the UE becomes active. 
9. The SCEF confirms the transfer towards SCS/AS or informs SCS/AS of delayed delivery.

5.2.4.2  
MO non-IP small data delivery procedure
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Figure 5.2.4.2-1: MO non-IP small data delivery procedure
1.
UE sends non-IP PDU to C-SGN as per the procedure described in clause 5.2.2 (steps 0 – 2)

2.
The C-SGN decrypts the NAS message if necessary, obtains the non-IP PDU, and sends to the SCEF. SCEF ID can be statically configured at C-SGN or obtained from HSS as part of user subscription data. In roaming case MME sends it to IWK-SCEF which forwards the non-IP PDU to SCEF over T7.

3.
When the SCEF receives the non-IP PDU the on T6a* interface, it sends it to appropriate SCS/AS. SCEF and SCS/AS is assumed to have association established for appropriate routing of non-IP data to appropriate application in SCS/AS. Procedure for establishing association between SCEF and SCS/AS is outside the scope of this specification.
4.
Step 4 – 6 in clause 5.2.2 are executed.

5.2.5  
non-IP small data transfer procedure between C-SGN and AS/N-GW 

To be added

>>>End of Changes<<<[image: image6.png]
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